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ABSTRACT
Network operators need to know the root cause of traffic anomalies
to determine the appropriate action to mitigate their effect. This
paper studies the one type of anomaly for which we can know
the root cause: routing-induced anomalies. A major challenge in
quantifying the effect of routing events on traffic is that the flows
affected by routing are not easily distinguishable from the rest of
the traffic. We study this problem using both logs of routing mes-
sages and traffic flow records of two research backbones. We de-
fine the notion of routing impact in order to quantify how much
of the observed volume variation in the traffic matrix is caused
by routing changes. Our solution involves a method to compute
the traffic matrix that achieves up-to-second accuracy. Results in-
dicate that routing-induced traffic anomalies correspond to a very
small faction (< 5%) of the total volume anomalies detected by
a Kalman detector. We show that most of the significant routing
shifts (> 80%) remain undetected because other volume changes
hide their effect, or because they have a limited impact on traf-
fic volume. However, the routing events detected by Kalman cor-
respond to those events that have the biggest impact on the traf-
fic. Running Kalman on destination address or prefixes instead
of packets count can improve the detection of routing anomalies.
These results represent the promise of a model of routing-induced
anomalies, which could be used to accurately identify routing-
induced traffic shifts even when no routing messages are available.

1. INTRODUCTION
Network operators need automatic techniques to detect abrupt

changes in network traffic, so that they can take corrective ac-
tion. For example, if a customer is experiencing a denial-of-service
attack, the operator should quickly detect and block this attack.
A common approach for network operators to detect large traffic
changes is to (1) represent traffic into a matrix of load from each
ingress point to each egress point in the network over a particular
time interval - the traffic matrix; and (2) analyze the traffic matrix
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with statistical techniques that pinpoint outliers or traffic anoma-
lies as deviations from a statistical baseline defined by the aggre-
gate behavior of the network. A trademark of previous studies on
anomaly detection [9, 10, 17, 11, 16] is that they focus in detect-
ing the effects of anomalous events, without complete knowledge
about the root cause of these events. In fact, one of the major hur-
dles to evaluate anomaly detectors is the lack of comprehensive
ground truth on the origin of anomalous events, and an approach
often used is to manually infer the root cause of anomalies based
on observed patterns.

In this paper, we use full knowledge of traffic and routing in-
formation of two research backbones (Abilene and Geant) to es-
tablish a causal relation between routing dynamics and the respec-
tive traffic variations that trigger traffic anomalies. It is important
for network operators to understand such relation, since routing
changes impact end-to-end performance, potentially causing de-
lay variations, loss of reachability and link congestion. Further-
more, upon a routing anomaly, network operators may need to re-
engineer their network to match the new traffic demands; whereas
upon an anomaly such as an attack the action would be to block
the attacker.

The main goal of our work is to design a technique to accurately
distinguish routing anomalies from other traffic anomalies. As a
first step, this paper quantifies how well a typical anomaly detector
captures routing changes. Fundamentally, the problem stems from
the fact that the flows affected by a routing change are not easily
distinguishable from the rest of the traffic. Therefore, our main
challenge lies in decoupling the variations of traffic associated with
routing changes from variations due to traffic burstiness. Once we
solve this problem, we will be able to automatically pinpoint the
traffic anomalies that are solely originated by routing events.

There are several issues we need to address to identify routing-
induced traffic anomalies. First, because of the transient nature of
routing changes, the computed traffic matrix is sensitive to how
often the routing information is updated. Section 4 describes a
method to compute traffic matrices that accurately capture rout-
ing dynamics. Second, we need to be able to provide a metric that
quantifies the effect of a given routing change. For instance, if traf-
fic for a given destination is leaving the network through egress e1
and a routing event causes it to be routed to egress e2, how to quan-
tify the impact of the change e1 → e2? Considering only the flows
that were active during the change might not be enough, since new
flows are also affected by the change. At the same time, it does
not seem reasonable to consider flows that start using e2 much
later after the change, or flows that were using e1 much sooner
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Figure 1: Traffic aggregation formalisms.

before the change. In Section 5, we define a metric called rout-
ing impact that quantifies the volume of traffic shifted because of
routing changes under a certain time window. Third, given that a
traffic anomaly was signaled by a statistical anomaly detector (the
Kalman filter [17]), we need to determine if the anomaly was in-
duced by a routing change. In Section 6, we describe a method to
do this based on the routing impact metric. We find that routing
anomalies represent a very small percentage (< 5%) of the total
volume anomalies detected. Doing a reverse analysis, we find that
only less than 20% of the significant routing shifts are captured by
the Kalman detector, mainly because of other volume variations in
the traffic aggregate that hide the effect of routing changes. Finally,
we also explore two other metrics - destination IP address and des-
tination prefixes - that are better correlated with routing changes
than the volume metric. Our preliminary results indicate that these
metrics can be used to infer routing changes just by looking at traf-
fic. Such technique would allow network operators to accurately
identify traffic anomalies induced by routing changes in neighbor-
ing networks.

2. TRAFFIC ANALYSIS BACKGROUND
This section introduces the formalisms needed for the rest of the

paper. We start with defining the traffic matrix and how routing
events can impact traffic, and then we describe the techniques we
use to detect traffic anomalies.

2.1 Traffic matrix
In order to understand how traffic flows through their network,

operators usually aggregate traffic in a traffic matrix or OD flow
(origin-destination flow). Each element of the traffic matrix aggre-
gates traffic from an origin to a destination router of the network,
as shown in Figure 1 by flows OD1, OD2 and OD3. For each
OD flow, we also term the origin as ingress router, i.e. the router
through which the flow enters the network (in this case R0). We
term the destination as egress router, i.e. the router through which
each flow leaves the network (e.g. R1 for flowOD1). The OD for-
malism is particularly useful when operators want to understand
how their network is slicing the traffic to their neighbors, in other
words, how traffic is passing through and leaving their network.
Soule et al. [18] show that the traffic matrix formalism provides
the best compromise between false positive and false negative rates
when doing anomaly detection. Therefore, in this paper we focus
on the traffic matrix formalism.

2.2 Impact of routing changes on traffic
Variations in the traffic that passes through a network M can

happen among other factors because of routing changes. Figure 2
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Figure 2: The impact of routing changes in traffic passes M :
(a) a routing change between S andM , (b) a routing change in-
side ofM , (c) a routing change betweenM andD, (d) a routing
change between S and D after which M is used as backup.

depicts the possible cases where a routing event induces changes
in the traffic that passes through M , where both S, D and M rep-
resent different autonomous systems.

Change upstream of M : In Figure 2(a), traffic is flowing from
a source S towards a destination D, passing through M , and there
is a change in the path between S and M . This change will impact
traffic that enters network M . For instance, the change may cause
traffic from S to D to use a different ingress on M , or even to stop
usingM at all. However, since the change happened upstream, the
routing event will not be signaled to M by the control plane.

Change inside of M : In Figure 2(b), a routing change happens
inside of M which causes a hot potato change in BGP (i.e. an
egress change). In this case the change appears as traffic moving
from one OD flow to another. Further, the event will show up
in BGP and IGP traces of M . Note that there can also be IGP
changes inside of M that do not trigger any BGP change, but can
still impact traffic e.g. by causing TCP connections to back off,
however we believe these effects are negligible.

Change downstream of M : This is the case in Figure 2(c), in
which traffic from S to D is affected by a change between M and
D that is potentially signaled to M . Such a change can cause just
an egress change in M , or can make the flow stop/start using M .
More precisely, the flow will disappear if D becomes unreachable,
and appear as soon D becomes reachable again. Note that there
can also be routing changes downstream that do not change the
egress point in M .

Change after which M is in backup path: This is depicted in
Figure 2(d), where M starts being used after a failure in the path
S–D that does not contain M . In this case, no routing signaling
is sent to M , hence we need external vantage points to detect this
scenario. However, the effects should be visible in the traffic ma-
trix.

In this paper we will focus on cases (b) and (c), since these are
the cases where the changes are signaled to M , our monitored net-
work, and therefore we can established a causal relation between
the measured traffic and the routing changes. Our goal is to get a
model of traffic anomalies caused by routing, so that we can detect
cases (a) and (d) just by looking at the traffic matrix.

2.3 Statistical anomaly detection
Given a traffic aggregation model such as OD flows, statistical

anomaly detectors identify outliers across time in the data series
which correspond to irregular activity in the network, e.g. DoS
attacks, flash crowds, routing disruptions. A number of anomaly
detection methods [6, 8, 9, 22, 17] exist in the literature. The two



methods that have been applied to network-wide traffic analysis
are Kalman [17] and PCA [9]. In this paper, we use the Kalman
method because recent work has exposed some issues in calibrat-
ing the parameters for PCA approach [16]. We plan to explore the
use of PCA and other detection techniques in the future. We briefly
describe the Kalman below.

The Kalman detector is described in detail in [17] and funda-
mentally it works by modeling traffic as a multivariate linear model,
exploiting both the spatial and time correlation available in the
data. At any point in time, Kalman can be used to predict the next
values of the time series and compares those predictions against the
actual measurements. If the prediction error is too high compared
to the expected variance in the data, then a statistical anomaly is
signaled at the space-time point where that condition is true. More
precisely, the Kalman filter is itself composed of three steps ap-
plied sequentially as soon as a new measurement is available for
analysis. The first step predicts the value of the series at time t+1
based on previously observed values up to time t. The second step
estimates the value of the series at time t + 1 based on the mea-
sured value at time t + 1, and the predicted value of the first step.
Finally, the third step signals all points where the prediction error
is above a certain threshold:

1. Prediction step: The prediction of the next value of the time
series for all the OD flows is accomplished by multiplying
the current estimated values F̂t by the time update matrix
C obtained in a calibration phase. In this matrix the diag-
onal elements capture the time evolution of each OD flow
whereas the non-diagonal elements capture the correlation
between the OD flows. The predicted values F̃t are derived
from the time update equation F̃t+1 = CF̂t.

2. Estimation step: The estimated value for the next bin is de-
fined as the predicted value adjusted by a correction factor:
F̂t+1 = F̃t+1 +K(Ft+1 − F̃t+1), where K is the Kalman
gain matrix, which accounts for the confidence in the pre-
diction model. The matrix K and the variances of the time
series are updated between each iteration of the filter. The
time series of the difference between the predicted value and
the estimated value ηt = F̃t − F̂t represents the modeling
error and is often called the Kalman innovation.

3. Detection step: Assuming the model is correct, a large mod-
eling error indicates an unexpected change in values of the
time series. Detecting anomalies consists in isolating these
unexpected changes. We consider that an anomaly is de-
tected on the ith OD flow at time t whenever |ηt(i)| > k ·σi
where σi is the estimate of the variance of the ith OD flow,
ηt(i) is the innovation of the ith OD flow at time t and k
is the detection threshold. Throughout this paper, we use a
detection threshold of 4σ, also used in previous work [17].
In order to give an idea, if the innovation follows a normal
distribution, then the 4σ threshold will encompass 99.994%
of the observations, leaving 0.006% as outliers.

3. DATA SETS
In this section we describe the data sets that we use in this paper.

Our data comes from two large research backbones: Geant and
Abilene, and include both traffic (flow records) and routing (BGP
and IS-IS) traces. Both data sets are publicly available for research
purposes from their respective sources.

3.1 Geant

Geant (AS20965) is the European research backbone connect-
ing 30 national research and education networks representing 34
countries across Europe. Geant provides logs of BGP tables and
updates, as well as IS-IS traces [3]. For our study, we used the
entire month of August 2007, and during that period Geant had 20
Points-of-Presence in different countries, each hosting a backbone
router. We also used Netflow data collected at the entry points of
the network from input interfaces of these 20 routers. The Netflow
data is exported in intervals of 15 minutes at a packet sampling
rate of 1:1000. The BGP monitor in Geant is connected as part
of the iBGP mesh, as depicted in Figure 5, where the monitor M
receives all eBGP-learned routes. Geant enables connectivity be-
tween research and education networks (R&E) and the commercial
Internet, and therefore its routers have full tables with∼ 225k pre-
fixes.

3.2 Abilene
Abilene (AS11537) is the network interconnecting universities

and research institutes in the US. We use Abilene’s BGP tables
and updates [1] for the entire month of January 2006, since this
was the earliest month in which there was complete routing infor-
mation from all the routers1. During that period, Abilene had 11
PoPs each hosting a backbone router. We use the Netflow data
collected at the entry points of Abilene in these 11 routers2. The
Netflow data is exported in 5-minute intervals at a packet sampling
rate of 1:100. Furthermore, the last 11 bits of each IP address in
the monitored traffic are anonymized (filled with zeros). The BGP
monitoring in Abilene is slightly different than in the Geant case,
since (1) there is a monitor per PoP and (2) each monitor is config-
ured as a route reflector client, which means each monitor receives
both iBGP-learned and eBGP-learned routes from the routers it
connects to. Since Abilene generally does not provide transit to
the global Internet, its routers have partial tables with only ∼10k
prefixes representing R&E networks.

4. ACCURATE TRAFFIC MATRICES
The accuracy of the traffic matrix depends on several factors,

the most important being the accuracy of the routing tables used
to reconstruct the flows and the correct alignment of these tables
with the arrival times of the packets at each router. Since our goal
is to assess the impact of routing changes on traffic, and since
these changes may occur in very short time scales, it is impor-
tant that we reconstruct routing tables as soon as the change in the
table is signaled by routing updates. More formally, we are in-
terested in obtaining a mapping function M(kit) for each packet
kit arriving at ingress router i at time t, that will output the egress
router through which the packet will leave the network. Previous
approaches to obtain this mapping either used daily snapshots of
routing tables [9], or took period snapshots spaced by 10 minutes
or more [5, 19]. The main caveat of these approaches is that the
impact of short duration routing changes on traffic remain unde-
tected. Figure 3 shows an example of a set of egress changes for
a router when reaching a given prefix P . The egress null means
that the prefix is unreachable at the time. Since the routing table
is only refreshed at the beginning and end of the interval, packets
k0, .., k5 will be all mapped to egress e1, even though only half
of these packets (k0, k1 and k5) passed through it. Therefore, one
1The NY router stopped being monitored in February 2006,
and the network suffered a major reconfiguration that started in
November 2006.
2We actually had to remove the backbone links from the Netflow
data, as we explain in Section 4.
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would not notice a decrease in the traffic volume passing through
e1, even though it existed and corresponded to 50% of the observed
traffic. Note that this would not happen had we refreshed the rout-
ing table as soon as the egress change was signaled in the form of
routing updates, which is the approach we take in this paper.

Figure 4 summarizes our method of traffic matrix computation,
which we outline here. Both routing and traffic data undergo a pre-
processing stage, after which a list of events is extracted and passed
to a scheduler. These events can be egress changes, flow arrivals or
flow terminations. The scheduler sorts the events and places them
into a queue, after which each event is processed in a first-in-first-
out fashion. Traffic flows are sliced according to egress changes by
the flow slicer, which also updates the ingress-egress mapping for
each router and tags each slice with the respective egress, recording
it to a trace file. The trace file is then analyzed and traffic volume is
aggregated in bins of fixed size, corresponding to the traffic matrix.
In the rest of this section we describe in detail each of these steps.

4.1 Pre-processing routing data
Detecting egress changes: We describe here the steps we take

to detect the egress changes from raw routing data available from
Geant and Abilene. In Geant, we are able to reconstruct the routing

R0

R1

M

iBGP session

R2

w0-1 w1-2

w0-2

Figure 5: BGP data collection in Geant, the monitor M is con-
figured as a router participating in the iBGP mesh. In contrast,
in Abilene there is a monitor per PoP that is configured as a
route reflector client.
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tables of all the routers by looking at the routes received by the
monitor M in Figure 5 plus the IGP weights wi−j extracted from
IS-IS traces, following an approach similar to [21]. Since iBGP-
learned routes are not propagated to the monitor M , we need the
IGP weights to infer these routes. In a first phase, we parse the IS-
IS traces and keep track of IGP weight changes. Every time there
is a change in IGP weights (e.g. a link failure inside the network),
we run the Floyd algorithm to recompute the shortest IGP distance
between each pair of routers. In a second phase, we synchronize
the IGP changes with the eBGP-learned route updates 3, and for
each router we simulate the BGP decision process up to the hot-
potato step, i.e. we look at (1) local pref, (2) AS path length, (3)
origin type, (4) MED, (5) eBGP over iBGP and (5) lowest IGP
weight to egress. If all the previous attributes are the same for two
routes, then we break ties by giving preference to the route that is
currently in the table [7].

In Abilene this computation is simplified, since iBGP-learned
routes are propagated to the monitor, and therefore at each router
we use the BGP NEXT_HOP attribute to find the egress point for
each prefix (which does not require any IGP information).

Filtering BGP path exploration: BGP path exploration is trig-
gered when an event such as a link failure makes a router explore
in sequence alternative paths to reach a certain destination. Dur-
ing path exploration routing changes happen within very short time
intervals[13], and therefore in such cases it is not possible to guar-
3Since in Geant the BGP and IS-IS collectors are in the same phys-
ical machine, there is no concern about timestamps being affected
by clock offsets.
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antee an accurate synchronism between the control plane and the
data plane on each router. Typically the delay between the time
the router sends the BGP update for a prefix P and the time it
updates the FIB for P is in the order of ms, but in some cases it
can be on the order of several seconds. Therefore, in order to mit-
igate these inconsistencies, we decided to filter out the very fast
routing changes. Similarly to [13], we use a relative timeout ex-
tracted from empirical data. Figure 6 shows the distribution of
the interval between egress changes per prefix for all routers in
Geant. We observe that there is a clear cutoff value at ∼40s bel-
low which most transient egress changes happen. Therefore we
select 40s as our timeout value, meaning any two changes spaced
by less than 40s will be clustered in a single event, and only the
last change of each event will be considered. Figure 7 shows the
same distribution for Abilene. Here the sweet spot seems to be
∼70s. We believe the difference between these values in the two
networks stems from differences in the configuration of the MRAI
timer (MinRouteAdvertisementInterval) [14] in the routers inside
each network, as well as in the routers along the paths where the
BGP routes are received. Once this step is done, all egress changes
are passed to the scheduler as shown in Figure 4.

4.2 Pre-processing Netflow data
Abilene and Geant sample traffic data by having a collector re-

ceiving Netflow records from all routers in the network. As a first
step, we checked if the clock of the BGP/IS-IS collectors was syn-
chronized with the Netflow collector, and we verified all machines

were running NTP and synchronized up to the second accuracy.
This is important to make sure the scheduler processes events in
the correct order. Netflow [2] keeps a record per flow, which is de-
fined as a set of packets having the same source/destination IP ad-
dresses, source/destination ports, protocol, ToS field and input in-
terface. Netflow records contain important information about each
flow such as the start/end times, the number of packets and the
amount of bytes transmitted. The advantage of Netflow is that the
traffic is collected and stored in a very compact way, allowing to
easily collect day-long traces. The caveat is that the traces have the
granularity of flows, hiding relevant characteristics such as traffic
burstiness.

Removing backbone interfaces: To compute OD flows we are
only interested in measuring the traffic that enters the ingress routers
through external links, i.e. we are not interested in measuring the
traffic that enters the routers through backbone links, since this is
the same traffic we are trying to reconstruct in the OD flow formal-
ism. Therefore, we need to exclude from Netflow data all flows that
enter the network through backbone interfaces, and only consider
those flows coming from external links. Geant only has Netflow
running on routers’ external interfaces, but Abilene runs Netflow
on a mix of both backbone and external interfaces. In order to filter
the backbone interfaces from Abilene, we had to get the ID of each
backbone interface through the command “show interfaces”. After
matching these IDs with the ones in Netflow data, we were able to
discard the backbone traffic. We estimate to have discarded more
than 50% of flows per router belonging to backbone interfaces.

4.3 Slicing flows
In all of previous work that report studies using Netflow data,

flows are processed according to the order in which they are ex-
ported. In this subsection we explain why this introduces errors
in the traffic matrix computation. In Netflow, flows are ready to
be exported to the collector if any of these conditions occur: (1)
the flow is inactive for more than 15 seconds (default value); (2)
the flow is active for more than 30 minutes (default value); (3) a
TCP flag indicates the flow has terminated (i.e. FIN or RST flag).
Note however that even though Netflow records can be ready to
export at any time, they are only exported to the collector at fixed
intervals. In Geant this interval is 15 minutes and in Abilene is 5
minutes. This means that the export time of a flow can have a large
offset in relation to its starting time (at most 30+15=45 minutes),
and we can easily envision cases where processing flows according
to export times will create errors. Figure 8 shows an example of
a flow f0 that starts at time t0 and ends at time t4. The times in
which Netflow cache is exported to the collector are marked in the
timeline defining bins n and n + 1. We can see that even though
the flow is exported in bin n+1, most of its active time was in fact
in bin n, i.e. flows are active across time and cannot be condensed
to a single instant at the export time. This is specially important
to ensure the accuracy of the traffic matrix, since the flow can be
affected by multiple routing changes during its lifetime, e.g. in
Figure 8 flow f0 starts passing through egress e2, then e1, e0 and
e2 again. Therefore, each flow needs to be sliced at the points of
egress changes, and the contribution of each slice accounted for
the OD flow aggregate. This is a major difference between our
work and previous work that do not consider the division of each
flow. In our traffic computation method in Figure 4, this is done
by the flow slicer. The flow slicer starts by doing a longest prefix
match of the destination IP address in the flow with a prefix in the
ingress-egress table using a PATRICIA tree [12]. Once the prefix
match is done, the current egress in use by the prefix is also ex-
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tracted from the table. The slice information is then written in disk
into a trace file for further processing. For the example of Figure
8, the entries for flow f0 in the trace file would look like:

f0|t0 − t1|P |e2

f0|t1 − t2|P |e1

f0|t2 − t3|P |e0

f0|t3 − t4|P |e2
where f0 represents all the information about the flow (IP ad-
dresses, ports, number of packets, number of bytes), P is the prefix
the flow was mapped to, and e0, ..., e2 the egresses used by f0 dur-
ing each slice.

The effect of flow slicing should be more significant for longer
flows than for short flows, therefore it is important to have an idea
of the duration of the flows captured by Netflow. In both Abilene
and Geant, Netflow is configured slightly different than usual, and
each flow is ready to be exported at fixed intervals of 1 minute.
This basically means that the flow duration is mostly determined
to the time remaining until the next 1-minute slot. Note that even
though flows are marked as ready to export every 1 minute, they
are only exported to the collector every 5 minutes in Abilene and
15 minutes in Geant, as already mentioned. Figure 9 shows the
distribution of flow duration for a single router-day in Abilene and
Geant. We note that between 70% and 75% of the flows start and
end in the same second, and∼90% of flows last less than 30s. In a
similar way, looking at Figure 10 we observe that 70-75% of flows
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only have 1 packet, and 90% of the flows have less than 10 packets.
Note that the higher number of packets per flow in Abilene is due
to its higher Netflow sampling rate (10 times higher than Geant).
By looking at these values, we do not expect flow slicing to have a
significant impact in the traffic matrix computation, however if the
Netflow configuration is changed, for instance, the sampling rate
is increased or the interval between exports is increased, the effect
of slicing can be significant.

Dealing with anonymized addresses: In Abilene Netflow data,
the last 11 bits of each IP address is anonymized, and therefore
additional caution is needed when mapping addresses to prefixes
in routing table. With the anonymization, the same address can
potentially be mapped to more than 1 prefix, which will break the
1:1 mapping that happens without anonymization. For instance,
the anonymized address 10.1.16.0 could either be mapped to the
prefix 10.1.16/24 or 10.1.17/24. Sometimes this ambiguity can
be resolved by looking at the mask information stored in Netflow
data. Without solving this issue, flows can be mapped to the incor-
rect egress and introduce errors in the traffic matrix. We estimate
how often these cases happen by looking at one router-day of Abi-
lene. For each anonymized destination IP address in the Netflow
data, we verified in the routing table how many prefixes could have
been used to route the packet. Figure 11 shows the distribution of
the number of prefixes each anonymized flow can potentially be
mapped to. The curve “w/out mask info” shows the outcome with-
out using the mask length info in Netflow, and almost 96% of the
flows have a 1:1 mapping. The curve “w/ mask info” shows the re-
sult after using the mask length info, and the 1:1 percentage grows
to almost 98%. To avoid ambiguous mappings and without sacri-
ficing accuracy, we decided to ignore the 2% of flows that can be
mapped to more than a single prefix, and map the remaining flows
using both routing table and Netflow mask length information.

4.4 Computing the traffic matrix
Once the trace file is available from the flow slicer, we can fi-

nally compute the traffic matrix. The traffic matrix is usually com-
puted in time bins of fixed length, and in this paper we use bins of
1 minute ,5 minutes and 15 minutes. In fact, one of the advantages
of flow slicing is that we can reduce the bin size to an arbitrary size.
As a first step, time is divided in bins of fixed size, and for each
bin we verify what flow slices fall inside of it. We then use the
constant throughput assumption, which has been verified in [20]
for these time scales. This assumption basically says that if a flow
f of size N packets and length T takes a time interval t inside a
bin, than the contribution of f to the volume aggregate in the bin
is given by N · t

T
. Using this rule, we finalize the computation of



the traffic matrix by adding up the contributions of each flow slice
inside each bin.

5. IMPACT OF ROUTING CHANGES
In this section we develop a metric to quantify the impact of

a routing change on traffic. First, the impact of a routing event
should be defined over a time window close to the event. If this
window is too long, the cause-effect relation between the routing
event and traffic becomes weaker, and the impact may be overes-
timated. If the window is too short, the impact may be underes-
timated. Since our goal is to ultimately assess the effect of rout-
ing changes in traffic matrix variations, the length of the window
should be in the same order of the length of the bin used to com-
pute the traffic matrix. This way the effect of a routing change
encompasses at most a single variation between two consecutive
bins in the matrix, i.e. if the bin size is∆t, then the window length
should be 2×∆t. This way the window will cover at least an entire
time bin of the traffic matrix, i.e. if the event happens in the middle
of bin n, than the window will cover entirely bin n + 1. Second,
the routing impact metric should be measured in units that would
help to diagnose anomalous scenarios in the network. For instance,
in some cases the impact can be measured in volume (number of
packets), in other cases number of flows (e.g. source-destination
IP address pairs), and in some other cases by real-time traffic im-
pacted (e.g. number of VoIP flows). Having these properties in
mind, we propose the following definition:

Routing impact: the routing impact of an egress change from
egress e0 to egress e1, Re0→e1 , is defined as a metric extracted
from the set of packets that pass through e1 in a time window
2 × ∆t after the change, where ∆t is the bin size of the traffic
matrix. For the special case where e1 = null, since there is not
any traffic passing through any egress after the change, the rout-
ing impact is extracted from the set of packets that were passing
through e0 in a time window 2×∆t before the change. Note that
if there is an egress change at time t0 and a second change at time
t1 s.t. t0 < t1 < t0 + 2∆t, then the routing impact of the first
change is only accounted in the interval [t0, t1].

Note that we do not define routing impact in any specific units.
However for this section and Sections 6.1 and 6.2 we measure it
in number of packets for ease of understanding (in Section 6.3 we
explore new metrics such as destination IP addresses and destina-
tion prefixes). An important characteristic of the routing impact is
that for each bin right after the routing event, it gives the amount
of traffic that appears or disappears from a certain egress dur-
ing that bin because of the routing event. We introduce the nota-
tion Re0→e1n (e0) or Re0→e1n (e1) to denote the amount of traffic
that disappears from egress e0 (appear in egress e1) during bin n,
within the window of the event e0 → e1. Note that traffic that
disappears from an egress has a negative contribution. As an ex-
ample, from Figure 12, we can extract the quantities described in
Table 1. We further defineRn(e0) =

P
iR

i
n(e0) as the total rout-

ing impact of bin n given by the contribution of all the events i
involving egress e0. For instance, from Figure 12 we would have
R1(e1) = Rnull→e11 (e1) +Re1→e01 (e1) = +1− 1 = 0.

Note that so far we have been referring to events affecting a sin-
gle prefix P , but in order to get the total routing impact for a given
bin, we need to add the contributions of the impact coming from
all the prefixes, which will lead to the following definition:

Routing impact matrix: the routing impact matrix is defined

e0

e1

Timeline
for prefix P

null

k0

k2

k5

k4

k1

Δt

k3

e1→e0

2Δt

0 1 2 3 4

e0→e1null→e1

k6

Figure 12: Arrival of packets destined to a prefix P , and their
correlation with egress changes.

Event Egress Bin Packets Impact

null→ e1
e1 0 k0 +1
e1 1 k1 +1

e1 → e0

e0 1 k2 +1
e1 1 k2 -1
e0 2 k3 +1
e1 2 k3 -1

e0 → e1
e0 4 k5, k6 -2
e1 4 k5, k6 +2

Table 1: Routing impact example from Figure 12.

similarly as the traffic matrix, but instead of the traffic volume
flowing between ingress and egress, it has for each bin n the to-
tal routing impact Rn from an ingress-egress pair, accounting the
contributions of all the prefixes.

An important characteristic of the routing impact matrix is that
for a given ingress-egress pair, it explains how much of the dif-
ference in volume between consecutive bins in the traffic matrix
is caused by routing changes. Let ∆Vn = Vn − Vn−1 be the
difference in volume between bins n and n − 1 in the traffic ma-
trix. We can decompose this variation in two components ∆Vn =
∆V rn +∆V tn , where ∆V rn is the amount of traffic that shifted be-
cause of routing and∆V tn represents variations in the traffic aggre-
gate that are not related to routing. Given our definition of routing
impact, we have∆V rn ' Rn. Then we can write ∆V t

n
∆Vn

' 1− Rn
∆Vn

,
and as the ratio Rn

∆Vn
increases up to 1 it means ∆V tn ' 0 or if it

is above 1, it means ∆V tn and ∆Vn have opposing signs. The nat-
ural conclusion is that the higher is the ratio Rn

∆Vn
, the more of

the variation in volume is explained by routing dynamics. Teixeira
et al. [19] proposes a similar decomposition of volume variations
into routing variations and non-routing variations. However their
definition of routing variation is different from our definition of
routing impact. We introduce the concept of time window to mea-
sure routing impact to make sure there is at least one bin after the
routing change that contributes completely to the impact. This en-
sures that the effect of routing changes does not remain undetected
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Figure 13: Mixed approach for anomaly detection.

if the change happens just before the end of a bin. Furthermore,
differently from [19], we measure the impact only when the af-
fected prefixes are using the egress, making our definition more
accurate and more independent of the bin size.

6. ROUTING DYNAMICS AND TRAFFIC
ANOMALIES

In this section, we start from a set of traffic anomalies given by
the Kalman anomaly detection method described in Section 2, and
use the routing impact metric to investigate the cause of the anoma-
lies. Then we do the opposite, i.e. we start with a set of significant
routing events as quantified by the routing impact metric, and we
verify how well Kalman detects them. In Figure 13, we present an
extension to Figure 4 that includes some of the functional blocks
we are describing in this section.

6.1 Are traffic anomalies caused by routing?
For a given OD flow i, the Kalman anomaly detection is based

on the value of the innovation at each bin n, |ηn(i)|. If this value
is above a certain threshold k · σi, then an anomaly is signaled.
The innovation is basically a low pass filter on the volume varia-
tions of each OD flow. An anomaly is triggered by a significant
increase or decrease in the traffic volume that causes the innova-
tion to cross the detection threshold. Once we find the root-cause
of the sudden volume variation, we can also explain what caused
the anomaly. As we saw in Section 5, the routing impact metric
quantifies how much of the volume variations between consecu-
tive bins in the traffic matrix is originated by routing dynamics.
We propose the following definition:

Routing-induced anomaly: we define a bin n of an OD flow
i having a routing-induced anomaly if (1) |ηn(i)| > 4σi, and
(2) Rn

∆Vn
> 0.5, whereRn is the routing impact of the flow in bin n

and ∆Vn the variation in volume between bin n− 1 and n for the
same flow. The first condition guarantees that Kalman signals an
anomaly in the bin using detection threshold k = 4 (as described
in Section 2), while the second condition ensures that the majority
of the volume variation is originated by routing dynamics. Note
that even though the second condition does not guarantee that the
anomaly could be caused solely by routing, the high percentage of
routing impact in the volume variation is a strong indication that
this could be the case.
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Figure 14: Number of Kalman anomalies in Geant, for differ-
ent bin sizes.
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ing 15-minute bins.

As a first step to nail down the routing-induced anomalies, we
run Kalman in all the OD flows of Geant and Abilene with de-
tection threshold k=4. Figure 14 shows the number of anomalous
bins captured in Geant using bin sizes of 1 minute, 5 minutes and
15 minutes for each ingress router. We note that the number of
anomalies roughly grows in the inverse proportion of the bin size,
i.e. if the bin size doubles, the total number of anomalous bins
is halved. We obtained a similar result for Abilene. This indi-
cates that traffic anomalies persist in different time scales, i.e. as
the bin size grows, multiple anomalies are condensed into single
anomalous bins. Note that there can be cases in which an anomaly
spans across multiple consecutive bins, defining an anomalous re-
gion. Since we measure the routing impact in a window that spans
at most 2 bins, we need to be careful when analyzing the routing
impact of anomalous regions that have more than 2 bins. For in-
stance, we could have a scenario of 3 consecutive anomalous bins
n, n+ 1, n+ 2 that have a high innovation triggered by a routing
event at bin n. In this case, only bins n and n + 1 at most will
be labeled as routing-induced anomalies, even though the anomaly
in bin n+ 2 was also triggered by a routing change that happened
in bin n. Figure 15 shows the distribution of the number of bins
per anomalous region using 15-minute bins in Geant for different
detection thresholds k = 2, 4, 6. We observe that for the detection
threshold we are using (k = 4), more than 80% of the anomalous
regions only have a single bin, and almost 95% of the regions have
at most 2 bins. Therefore, in order to simplify the analysis and
without sacrificing too much the accuracy, we make a bin by bin
processing instead of doing an analysis per anomalous region.
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Figure 16: Fraction of Kalman anomalies that are routing-
induced in Geant (top) and Abilene (bottom).

Once we have the set of anomalous bins given by Kalman, we
signal the bins that have a ratio Rn

∆Vn
> 0.5 as per our definition

of routing-induced anomalies. Figure 16 shows for Geant (top)
and Abilene (bottom) the percentage of anomalous bins that are
routing-induced, per ingress router. First, we observe that the per-
centage of anomalies that can be associated with routing is very
small, less than 5% in both networks. This is in accordance with
previous results [15, 5] that show that prefixes that carry more traf-
fic tend to be more stable. Second, we note that as the bin size
increases, this percentage also increases, and we verified that the
set of routing-induced anomalies did not change significantly for
different bin sizes. This is because (1) the routing dynamics origi-
nating the statistical anomalies are sufficiently spaced in time such
that they are not clustered in single anomalous bins as the bin size
increase, and (2) the routing impact in these bins stands out from
the rest of the volume mix, even in larger time scales. On the
other hand, we also find cases where by increasing the bin size,
the variation in volume between bins is smoothed such that they
are no longer detected by Kalman. This happens because as the
bin size is increased, short-lived volume variations become hid-
den by the aggregate in the wider window. For instance, in Abi-
lene, the OD flow from Kansas City to Denver was flagged with
a single routing-induced anomaly using 5-minutes bins, which is
indicated in Figure 16 (bottom) at Router ID=6 (Kansas ingress).
Using 5-minute bins, the relative volume variation for this anomaly
was ∆Vn

Vn−1
= 5, but using 15-minute bins, the corresponding bin

had a relative variation of just 1.5, and thus was left undetected by
Kalman. However, for the time scales we used, cases like this are
more the exception rather than the norm.

Summary: Only a very small percentage (< 5%) of the statisti-
cal anomalies found in OD flows of Geant and Abilene are induced
by routing. The same set of routing-anomalies persist across dif-
ferent bin sizes, indicating they occur spaced in time and are well
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Figure 17: Number of significant routing shifts in Geant for
different bin sizes.
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Figure 18: Fraction of significant routing shifts detected by
Kalman in Geant using 15-minute bins.

defined in terms of routing impact measured in traffic volume.

6.2 Does Kalman detect routing anomalies?
In the previous subsection, we analyzed to what extent routing

dynamics induce statistical anomalies in the traffic volume of OD
flows. In this subsection, we do the reverse analysis, and assess to
what extent routing changes with significant impact are captured
by statistical anomaly detectors such as Kalman. First we need to
define what routing changes are significant, or where do we draw
the line to determine what values of Rn stand out. Fundamentally,
the value of Rn can be seen as a difference or a variation in traf-
fic volume originated by routing. Therefore, it seems fair to use a
similar approach as Kalman, and normalize it by its standard de-
viation. In this way, the highest variations within a same OD flow
will stand out and will be captured as outliers. More exactly, we
propose the following definition:

Significant routing shift: for a bin n of an OD flow i, we define
routing shift as the routing impact of the bin, i.e. Rn(i). A signif-
icant routing shift is defined s.t. |Rn(i)| > 4σi, where σi is the
standard deviation of the routing impact for OD flow i. We pick
k = 4 here in order to be consistent with Kalman.

In order to find the significant routing shifts, we ignore those
OD flows that have less than 30 bins with |Rn(i)| > 0, since in
these cases the standard deviation does not have enough samples
to be statistically meaningful. Figure 17 shows the number of sig-
nificant routing shifts in Geant for different bin sizes. We observe
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for bins with significant
routing shifts in Geant using 15-minute bins.

that even though for 5 and 15 minutes the number of routing shifts
per router is similar, for 1-minute bins the numbers are higher. We
obtained similar results for Abilene. This is because as the time
scales increase, the values of the impact are smoothed out by ag-
gregating traffic in wider windows. In a second step, we verified
to what extent Kalman detected the significant routing shifts, us-
ing the same detection threshold k = 4 used before. Figure 18
shows the fraction of significant routing shifts flagged by Kalman
for each ingress of Geant using 15-minute time bins. We obtained
similar results for Abilene and with other bin sizes. We observe
that less than 20% of the shifts are detected by Kalman, and for
most routers it is less than 10%.

In order to understand why Kalman does not detect most of the
routing shifts, we look at the ratio Rn

∆Vn
, which gives an indication

of the weight of routing in the volume variation. If 0 < Rn
∆Vn

< 1,
then it means that |∆Vn| > |Rn| > 4σ, and therefore is very likely
that Kalman triggers an anomaly. On the other hand, if Rn

∆Vn
>

1, it means the routing shift was somehow compensated by other
traffic that left or entered the egress, and less likely to be noticed by
Kalman. Figure 18 shows the distribution of Rn

∆Vn
for all bins with

significant routing shifts (“All bins”) and for those bins detected
by Kalman (“Detected bins”). We observe that when looking at
all bins, the ratio Rn

∆Vn
is quite spread out, and only about 20% of

the bins have the ratio in the interval [0,1]. But when looking at
the detected bins, we observed that the ratio is mostly within the
range [0,1] or close to this interval, which explains why these bins
were detected by Kalman. This is an important observation that
we would like to emphasize, i.e. conventional anomaly detectors
such as Kalman are unable to detect most of the significant routing
shifts because of other volume variations in the aggregate that hide
the effect of routing changes.

Since Kalman misses so many significant routing shifts, it is
only fair to speculate which types of routing shifts it does find. We
take all bins containing routing shifts, and compare the CDFs of
the routing impact for (1) bins containing Kalman anomalies, and
(2) bins where Kalman fails to trigger an alarm. Figure 20 shows
that the routing shifts for which Kalman detects an anomaly are
generally larger (measured by the routing impact) than the ones
that Kalman misses. This is characterized by the CDF of detected
routing shifts lying completely to the right of the CDF of missed
routing shifts. This result holds qualitatively also for Abilene, and
for different bin sizes and Kalman threshold. This is a positive
result since the largest routing changes are likely the ones that an
operator would care about. Note however, that some large routing
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shifts are still missed by Kalman. This happens when these routing
shifts get diluted in the aggregate volume change of the OD pair, as
explained earlier. In the next section we explore the use of traffic
metrics other that volume to detect those routing shifts. Recall that
even though so far we have been talking solely of traffic in terms of
volume, the scheme of Figure 13 is general enough to work with
any other metric extracted from traffic, such as number of flows,
number of prefixes or other special type of traffic such as VoIP.

Summary: From all the significant routing shifts present in the
OD flows of Geant and Abilene, Kalman detects less than 20% of
them. The inability of Kalman to detect most of these routing shifts
is caused by other volume variations in the aggregate that hide the
effect of the routing changes. However, the routing changes that it
does find tend to be larger than the ones it misses.

6.3 Detecting routing anomalies using other
traffic metrics

So far we have been measuring traffic in terms of volume and
we have observed that only a small fraction (< 5%) of the volume
anomalies are originated by routing events. Therefore, it is clear
that the packet count metric is not aligned with routing disruptions,
i.e. most of volume shifts are not caused by routing. In this section
we explore new metrics other than volume to isolate those anoma-
lies that are originated by routing events.

It is important to have a method that infers routing-induced anoma-
lies just based on traffic information, because then the analysis
of anomalies is independent of routing data and the processing is
much simplified. Furthermore, since such method will not depend
on routing data, we could use it to infer the cases a) and d) of
Figure 2. We consider two new metrics: destination IPs and des-
tination prefixes (or prefixes). Routing changes happen at prefix
granularity, and cause prefixes to shift between different egresses
(or to appear/disappear from egresses). Therefore, we expect to
see a much better correlation to routing events using destination
IPs and prefixes. In fact the correlation should increase as we go
from packets → destination IPs → prefixes, i.e. as we approach
the granularity level where routing changes happen. On the other
hand, the absolute number of anomalies should increase by the or-
der prefixes→ destination IPs→ packets, since it is easier to have
larger variations when dealing with smaller aggregation levels. For
example, a shift of 1,000 packets may correspond to a shift of a
single prefix.

Figure 21 shows the total number of Kalman anomalies using
the three different metrics for different routers of Geant. As ex-
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metrics, Geant, k = 6, 15-min bins.
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Figure 22: Fraction of routing-induced anomalies for different
metrics, Geant, k = 6, 15-min bins.

pected, the total number of anomalies increases when going from
prefixes to packets. Figure 22 shows the fraction of anomalies that
are induced by routing in each metric. Clearly, when using pre-
fixes, it is much more likely that the detected anomaly is caused by
routing. An anomaly in the prefix metric means there was a sig-
nificant number of prefixes ∆p that switched to a new egress (or
appear/disappear in the egress), which is precisely the fingerprint
of a routing event. Note that because we are only correlating these
anomalies with routing data sent from downstream, we are only
capturing the cases b) and c) of Figure 2. Therefore, it is possible
that the remaining anomalies in prefixes are caused by cases such
as a) and d). This is something we plan to verify as part of our
future work.

We now look at the intersection of the anomalies detected by the
three metrics. Our goal is to find out whether a single detector can
pinpoint most the routing changes, or else we need to understand
which types of routing events are detectable by a metric but not by
the others. Table 2 shows the chances of capturing an anomaly in
metric y, knowing that there was an anomaly detected with metric
x. We term this quantity P (y|x). We note that most anomalies in
volume (packets) do not have an associated anomaly in destination
IPs or prefixes (first row of the table). This is because these anoma-
lies generally do not involve a significant shift of destination IPs of
prefixes. For example, in the OD pair between Athens and Lon-
don, we were able to find a routing shift of almost 4,000 packets
involving only four destination IPs in two prefixes. One possible
explanation is that one of these IPs may host a popular server. On
the other hand, most of prefix anomalies do not have associated a

↓ x,→ y Packets Dest. IPs Prefixes
Packets – 0.05 0.01
Dest IPs 0.11 – 0.15
Prefixes 0.17 0.72 –

Table 2: Values for P (y|x), where x and y are Kalman anoma-
lies; Geant , 15-min bins, k=6.

↓ x,→ y Packets Dest. IPs Prefixes
Packets – 0.35 0.27
Dest IPs 0.17 – 0.69
Prefixes 0.16 0.86 –

Table 3: Values for P (y|x), where x are routing-induced
anomalies and y are Kalman anomalies; Geant , 15-min bins,
k=6.

volume anomaly, but they are associated with an anomaly in desti-
nation IPs (last row). This is because there are events where sev-
eral prefixes are involved, but the shift in volume involved is not
enough to trigger a Kalman anomaly. For example, in the OD pair
between Paris and New York, we observed a shift involving over
600 prefixes and 1,100 destination IPs, but each of those IPs re-
ceived on average little more than one packet. These observations
are consistent with the results reported in [15, 5], where the authors
show that routing changes happen more often to destinations that
receive less traffic.

Table 3 shows similar results as Table 2, but this time x are
routing-induced anomalies. Note that the numbers in the first row
are significantly higher than in the previous table. This is expected,
since now we are only looking at routing-induced anomalies in x,
and it is much more likely that these types of anomalies create
shifts in number of destination IPs and prefixes (in y). Also note
that routing-induced anomalies in destination IPs are very likely
to be caught as anomalies in prefixes (second row) and vice-versa
(third row).

To better understand these results, we show in Figure 23 a Venn
diagram with the routing induced anomalies in the three metrics.
Despite the intersecting regions, the figure shows that some anoma-
lies are found only in specific metrics. For instance, 105 routing
anomalies are not detected on prefixes. We analyzed the routing
impact during these anomalies, and verified that they correspond
to egress changes involving small numbers of large prefixes. Con-
versely, the 25 routing changes found only on prefixes involve sev-
eral prefixes simultaneously advertised or withdrawn, each with a
small number of packets and active destination IPs. While Figure
23 shows a diagram for routing anomalies in Geant with 15-minute
bins and Kalman threshold 6, we have observed similar patterns in
the diagrams for Abilene as well as for different parameter values.

Even tough no single metric clearly outperforms the others, we
can draw some recommendations based on our results. If one
wishes to be conservative and avoid dealing with false positives
(i.e., anomalies unrelated to routing), the prefix metric is the best
choice, according to Figure 22. However, if the operator is ready
to cope with other sorts of anomalies, then taking the union of the
three metrics increases also the total number of routing changes
detected by Kalman. Part of our future work is to study ways of
reducing both false positives and false negatives, so that we can
exactly pinpoint the routing changes based only on traffic informa-
tion (no routing messages).
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Figure 23: Venn diagram of routing induced anomalies found
by the three metrics; Geant, 15-min bins, k=6.

7. RELATED WORK
Traffic anomaly detection has recently received a great deal of

attention in the research literature, and numerous techniques have
been evaluated to detect outliers in traffic timeseries, including
Wavelets [6], Fourier transforms [8, 22], Kalman filters [17], and
PCA [9]. Even though the goal of these techniques is to improve
the detection of the effect of the anomalous events, the lack of
ground truth information poses a challenge for their thorough eval-
uation. In this paper, we contribute to close this gap by linking the
occurrence of routing events to respective traffic variations. To best
of our knowledge, our work is the first to propose a method to au-
tomatically infer the cause of those statistical anomalies that are
induced by routing changes.

Several previous work focused on studying the effect of routing
dynamics in traffic. One of the first studies to address this issue
is the one of Rexford et al. [15], where they found that a small
number of prefixes is associated with most of the BGP updates and
that most traffic travels to a small number of stable prefixes (the
popular destinations). Even though that study provides insights
about how routing stability is related to the amount of traffic car-
ried in the network, it does not attempt to quantify the impact of
each routing event on traffic. A later work by Agarwal et al. [5]
proposes a technique to measure the impact of routing changes by
comparing traffic matrices constructed from updated routing ta-
bles to those reconstructed from stale routing tables. However, the
prefix-egress mapping is only used at periodic intervals of 20 min-
utes, which may hide the effect of routing dynamics occurring be-
tween lookups. Teixeira et al. [19] proposes a method to compute
the traffic matrix where the time between prefix-egress lookups is
reduced to 10 minutes. They show that routing events are respon-
sible for the largest traffic variations, but they limit their analysis
to packet count. Even though their method improves over previ-
ous methods, it suffers from the binning effect of Netflow as de-
scribed in Section 4. In contrast, we propose in this paper a method
to compute the traffic matrix with up-to-second accuracy, by sort-
ing/slicing flow records as egress changes happen. In addition, we
also introduce a routing impact metric that quantifies exactly the
amount of traffic shifted as a result of a routing change.

8. CONCLUSION
In this paper we describe a method to detect the traffic anoma-

lies induced by routing, as well as a way of capturing routing shifts
based on traffic information. Even though statistical anomaly de-
tectors based on traffic volume do a good job in detecting anoma-
lies associated with large changes in the aggregate, they are not
particularly suited to detect routing changes. In one hand, they
fail to trigger alarms for routing shifts when they are either too
small or diluted in the midst of large traffic changes. On the other

hand, routing changes are but a small fraction of the total output of
these detectors. Our long term goal is to develop a method to ac-
curately detect the routing-induced anomalies just based on traffic
information, i.e. without using routing messages. This will remove
the burden of having to collect, process and store the routing data,
and correlate it with traffic data. Furthermore this would enable
to infer the traffic variations originated by the cases (a) and (d) in
Figure 2. Towards this goal, Netflow v9[4] already includes a field
bgp-nexthop in each record that specifies the next-hop BGP
peer, which enables one to build the traffic matrix without the need
of routing messages. Our results using alternative metrics such
as destination IP addresses and destination prefixes are promising,
and show that Kalman can be tweaked to achieve this goal. Our
work is just a first step towards stimulating the search for anomaly
detectors that can not only detect, but also automatically pinpoint
the root cause of the anomaly with high confidence. Even though
in this paper we focus on routing-induced anomalies, other type of
anomalies which inference benefits from out-of-band information
are yet to be explored.
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